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Static analysis plugins — typical use case

. 4 y

Test Result

0 fallures (£0) , 3 skipped (£0)

LN tacte faM)

All Tests
Package Duration Fail
3 50C 0
hm. hainer.analysis 2.3 50C 0
T E rom n
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Static analysis plugins visualize compile step results

Checkout M Deploy
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Support for almost 100 static analysis reports

‘ \ 4 ‘

O AreaStyle. java9 0. jenions. pluging. analysis. core.charts
O LineSenes. java:ld 0. jeNONsS. plugns. analysis.core.charls
0 LineSeneas. java: 14 108NN s pluging. analysis. core.charts

) New Outstandng Flxed
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Jenkins' static analysis suite

[ | Android Lint "'} [@‘ SpotBugs ﬁ}
[ggv CheckStyle ﬂ} L‘JH\’ Warnings "}
[l’ll PMD ﬁ} UE DRY ﬁ}
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Jenkins-staticanalysissuite Warnings Next Generation

[ /) Warnings NG ﬁ}
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Warnings Next Generation plugin content

[ AWarnings NG ﬁ} almost

100 tools

\
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o

()]
3
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Individual tool reports or aggregated reports

a2  CheckStyle: 91 warnings ©

cs!

* Quality gate: Unstable

K
SpotBugs: 21 warmnings £\

Static Analysis: 795 warnings A
Aggregated
A « Static analysis results from: FindBugs, ggreg

CPD, CheckStyle, PMD, JavaDoc, Java, report
SpotBugs

Report for
each tool
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Severity, priority, warnings, errors, issues, etc.

Overview

Severities Distribution

Error High Normal

DevOps World | £.% Jenkins World

Low

Same classification used for all
issue types of all tools

Errors indicate compile errors

Warnings have a priority
« High

* Normal

 Low

Tool report parsers use hard-coded
mapping (make it configurable?)

© 2018 All Rights Reserved.




Detection of new, fixed, and outstanding issues

Issues delta for each build
« New issues since build #n
Reference Comparison « Fixed issues since build #n

Overview

Build #n" Reference (or baseline)

Reference is configurable

* Only stable builds

« Passed Quality Gate

» Different Job (e.g., master Branch)

Optimum in theory
« SCM branch point
* Not implemented yet

New Owtstanang Fixed
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Details view with paging, filter and sorting

Details @‘

Detalls Fie Package Category Type Severity Age
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Details with embedded detail description

Dwtails File Package Category Type

Return value of org assert) core apl Assertions assentThat{Comparable) ignored in
0 jenbing pluging analysis core. Quatly Hea i ReportBubder Test create TestHeathRegortint, il Severity, inL il st nt)

The retum value of this method should be checkad One Common cause Of this waming 15 10 Mvoke & Mathod on an Mmmutable obiect, thinking Tat it up

ATk . 1 he VoW c0de Yagrment

ILAg Aatediring = gelHeaderPicidinene);

sateltring.trial);

DO rOgrieTynNer S0 10 Do hrding Nt e ) method wil updade e Sirng relerenced by daleSting. But since SHngs are rriymutabée, the ) h

Sng vaiue, shich i3 Being Doored have. The code should te comecied 10

String dateStiring » getheaderfieldinamw ) ;

SateString » dateString.triml);
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Source Code View

public class implements

public final L report
repor

etum New

@‘ 0 jenking plugrd. analysis cone scm NuliBlamer is Sedalizable; consiclir decliving a seralVersionUID

anUID Sald. A Chande &3 simple a3 addng

This Class mplements the Serializable Meriade, but 30es NOt doline & sorialVers i«
A reference 10 A a5s obvect wil add syrinetic Selds 10 the dass, which wil unfortunalely chance the impiiclt senalVersionUID (e
7). Nso, aflerent source code 10

a3 Wil generate a statc feld classs javaslangssering
tor synthetic varables generated for relerences 10 dass objects or inner

f use diferen! naming comventons
CONSIOer HANG an explch sanalVersonil D

1O ensure FerOoDerabity of Sensiizable cross versor
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Baseline examples — simple case

A\

O O
4 ' 4

Outstanding: 2 Outstanding: 2 Outstanding: 2
New: O New: 1 New: O
Fixed: O Fixed: O Fixed: 1
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Outstanding: 2

Baseline examples — tracking of new warnings
New: 1
@) Fixed: 0
O ? ?

5 | U U

4 o
Outstanding: 3
Fixed: O

Outstanding: 2 Outstanding: 2 Outstanding: ?
New: O New: 1 New: ?
Fixed: O Fixed: O Fixed: O

O
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Warnings Plugin — Reference Build

 Warnings supports both ways
« Delta computation: current with previous
» Delta computation: current with reference

« Reference
« Baseline where to start
« Automatically computed

DevOps World | !-'A' Jenkins World © 2018 All Rights Reserved. 19




Reference build — previous build

« Delta computation compares current with previous

 Builds will be skipped if job fails (optional)

DL‘VOPS World | ,.5 Jenkins World © 2018 All Rights Reserved. 20




Reference build — baseline build

« Delta computation compares current with baseline

A
A
A

#1 o #2 [ #3

« Baseline will automatically adjust if no new warnings

DL‘VOPS World | :.5 Jenkins World © 2018 All Rights Reserved. 21




Reference build — baseline from other job

« Delta computation compares current with latest from another job

master ... | #20 #21

A A
PR #1 #2

@

 |deal solution: baseline will use branch point from SCM

DL‘VOPS World | :.5 Jenkins World © 2018 All Rights Reserved. 22




Quality gates

« Provide a quality gate for each tool (o)
« Count number of warnings (by severity) '

- -
» New warnings Q &\ 0

» Total warnings -

+ Set build result _
. Quality gate passed: Success o » Q e+
* Quality gate failed: Unstable or Failed

« Quality gate operates on delta to baseline
« Baseline will be adjusted if quality gate passed

« Jenkins health report is supported as well

DL‘VOPS World | ,.5 Jenkins World © 2018 All Rights Reserved. 23
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Pipeline support
Simple Mode Advanced Mode

« Single Step scans for warnings and « Step to scan for warnings

publishes report « Step to publish report

S 28 >8 )
oy 2
28) -

DevOps World | $.% Jenkins World ©2018 All Rights Reserved.
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Declarative Pipeline example

post {
always {

junit testResults: 's=x/target/surefire-reports/TEST-#*.xml’

recordIssues
recordIssues
recordIssues
recordIssues
recordIssues
recordIssues

tool:

recordIssues

tool:

recordIssues

tool:

enabledForFailure: true, tool: mavenConsole()
enabledForFailure: true, tool: errorProne()
enabledForFailure: true, tool: java()
enabledForFailure: true, tool: checkStyle()
enabledForFailure: true, tool: spotBugs()
enabledForFailure: true, unstableNewAll: 1,

cpd(pattern: '#x/target/cpd.xml')
enabledForFailure: true,

pmdParser(pattern: '=x/target/pmd.xml’')
enabledForFailure: true,

taskScanner(includePattern: '#x/x . java', highTags:'FIXME',
hormalTags: ' T000")

DevOps World | $% Jenkins World ©2018 All Rights Reserved.
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Scripted Pipeline example

stage ('Build') {
def mvnHome = tool 'mvn-default'

sh "${mvnHome}/bin/mvn --batch-mode -V -U -e clean verify
junit testResults: '#*/target/surefire-reports/TEST-*.xml"’

def java = scanForIssues tool: [$class: 'Java']
def javadoc = scanForIssues tool: [$class: 'JavaDoc']

publishIssues issues:[java,javadoc], unstableTotalAll:1

DevOps World | £.% Jenkins World ©2018 All Rights Reserved. 27
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Additional features

 Filtering of warnings * Trend charts
* Type and category « Uses modern charting library
* Module, package or file name « Rendering is done on the client
* Include or exclude filters * More to come soon

* View for internal messages * Improved overall user experience
* No need to open console log « Parsers do not depend on Jenkins
 Error and info messages API

* Source code view + Add Git author and commit blame

« Highlighting of all languages
« Navigation to affected line
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Next steps

Coding Research

« Responsive Ul (screen size)  New warnings computation

» Based on Abstract Syntax Tree
* Based on plagiarism algorithm
 SCM delta analysis

« Configurable trend charts
* Analysis dashboard

* More dashboard view portlets « Technical debt for warnings

« Server side paging  File change frequency

 Internationalization * Number of authors
 Size of file

DevOps World | £ Jenkins World ©2018 All Rights Reserved.
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